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Research and Implementation of Network Security Cooperative
Defense System
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Abstract: A novel network security cooperative defense technology is studied and a cooperative
control framework based on agent mechanism is proposed to solve the lack of cooperative control
and whole effect in traditional defense systems. The technology supports both IPv4 and IPv6 pro-
tocols and security modules in the framework are associated with each other to accomplish com-
munication and work together. Furthermore, a network security cooperative defense system is
composed and the key functions that support the early-alert, audit, accident recovery, network
camouflage and so on are also achieved. The pivotal research is emphasized on the key technolo-
gies of system call sequences audit model based on machine learning and cooperative accident re-
covery. Under the condition of 100 M Data flow speed, the NSCDS software’s false negative is
less than 6% and its false positive is less than 8%. Besides, all module functions work normally
and the system can be used to carry out cooperative defense capability.
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